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Open Libraries

Library Support Schemes Langauge URL
IBM Helib BGV / CKKS C++ https://github.com/homenc/HElib
Microsoft SEAL BFV /BGV / CKKS C++, C# https://github.com/microsoft/SEAL
HEAAN CKKS C++ https://github.com/snucrypto/HEAAN
Lattigo BFV /BGV / CKKS Go https://github.com/tuneinsight/lattigo



https://github.com/homenc/HElib
https://github.com/microsoft/SEAL
https://github.com/snucrypto/HEAAN
https://github.com/tuneinsight/lattigo

CKKS scheme

CN/2 ZIX]/(XN +1) (Zo[X]/(XN +1))2

encode | Plaintext | encrypt
1 w0 '

compute f

~ decode [ Plaintext | decrypt
‘ L =i ]

ZIX]/(XN +1) (Zq[X]/ (XY +1))?




Background



Basic Notation

/A ={0,1,2,:--,qg — 1}
. Z§=ququ---xzq

* abeZlct 2 WM, (a,b) = X7y a;b; (dot product, inner product)



ZAX} (Lattice)

A==t z(8B 4 A0 £5t= linearly independent vectors by, ..., b, € Rme| Md Agto 2
HO|kl= Oj=H fL =& A X}(Lattice)2t 1l CHLF.

L= {albl + .-+ anbn: di, ...,dp (S Z}

7|M by, ..., b, 2 AXt LS M3St= linearly independent vertorsO| 11, LE| 7| X{(basis)Z2t 11

= 2L}
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Figure 1: Example of a lattice (Z?) and 2 possible basis for it [3].
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Ring

£ 7t X binary operation®! X2 (+, addition)dt = ( -, multiplication)O| ‘H2|=l Her RE T |0

LoD, e M 7Hx| DBt B2|E BESHe (X0l RE

1. S 32| (Addition Axioms)
* a+ b =>b+ aforalla,binR (thatis, + is commutative).
* (a+b)+c=a+ (b + c)foralla,b,cinR (thatis, + is associative).
« Thereisanelement0in R suchthata + 0 = aforall ain R (thatis, O is the additive identity).

 Foreach ain R there exists —a in R suchthata + (—a) = 0 (thatis, —a is the additive inverse of a).



Ring

2. =M Z2| (Multiplication Axioms)

e (@a-b)-c=a-(b-c)foralla,b,cinR (thatis, - is associative).

« Thereisanelement1inR suchthata - 1 aand1 - a = aforallainR (thatis, 1 is the

multiplicative identity).

3. =2H H&! (Distributive Law)
* a-(b+c)=(a-b)+ (a-c)foralla,b,cinR (left distributivity).

e (b+c)-a=((b-a)+ (c-a)foralla,b,cinR (right distributivity).

Example : 8= (Z), 7E2l7(Q), &= (R), 2% (C)



Field

orgiel &2 & 7HA| 8&EZ TSt ring

—_ 1

1. Commutative ring : & 0| W&t HEZ UEFSH= ring

Z 2= a beFO U5 ab = baO|L}.

2. Division ring : 2= 00| Ol & A7t invertible®t ring

%, Y2|9| a e FO|| CHSIO] a = 02t St™ ab = ba = 19! b € F7} =X BHLE,

Example : H#), 72l(Q), 2=+ (R), 2% (C)



Polynomial Ring

Let [R,+, -] be aring. A polynomial f(x), over R is an expression of the form:

n

flx) = Zaixi =ag+ a;x +a,x?+ - + a,x"

1=0

where n > 0, and ay, a4, a,,:*, a, € R. If a,, # 0, then the degree of f(x) is n.

The set of all polynomials in the indeterminate x with coefficients in R is denoted by R[x].

P
Ot

Example : Z[x]Ol= 1 + x, 3 — 2x + 5x3, —42 Z2 CtetAl=0| EX| LT,



Quotient ring

26.14 Corollary  (Analogue of Corollary 14.5) Let N be an ideal of a ring R. Then the additive cosets
of N form a ring R/N with the binary operations defined by

(@+N)+(b+N)=(@+b)+ N
and
(a+ N)Yb+ N)=ab+ N.

26.15 Definition The ring R/N in the preceding corollary is the factor ring (or quotient ring) of R
by N. [

Example : Z, = Z/qZ



Extension field

29.1 Definition A field E is an extension field of a field F if F < E.

C F(x, y)

Example : C = R(3) / \
Q(v2) = {a+bv2 | a,b e Q} \ /

29.3 Theorem (Kronecker’s Theorem) (Basic Goal) Let F be a field and let f(x) be a nonconstant
polynomial in F[x]. Then there exists an extension field E of F and an o € E such that

f(@) = 0.
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Primitive nth root of unity

33.4 Definition An element « of a field is an nth root of unity if ¢” = 1. It is a primitive nth root of
unity if " = land o™ # 1 for0 < m < n. -

ot 1}
Woger=

LABELING
KEY

Example : 4th roots of unity : +1, +i b
primitive 4th roots of unity : +i N /T
| ‘+ 'Y
nth roots of unity : e?™*/* where 1 <k <n, gcd(k,n) =1 °
L) {



Cyclotomic polynomial

53.2 Definition  The polynomual

p(n)

®,(x) = [ [(x —a)

j=]

where the ; are the primitive nth roots of unity in F, is the nth cyclotomic polynomial
over F. &

e (1=150%(z)=z— 1.
e (h=—-1s50P(z)=2+1.
P3(z) = (z — C3)(-T - Cf) =z’ +z+1, because (3 = —% + 12/2é and CS) = _% — 3,

2
o (4 = iand the only other primitive 4™ root of 1 is —i, so ®4(z) = (z + i)(z — i) = 2? + 1.
)

e An easy shortcut for ®5(x) is this: every 5™ root of unity is primitive except for 1, so $5(xz) = J_:__“II =git+ad 422 +z+1.

S8 :Ifnis power of 2, &, (x) = x™2 + 1



Cyclotomic ring

Q(¢,) — An extension field that includes all complex roots of the field Z[X]/®,,(x).
Note that ¢, is a primitive nth root of unity and ®,,(x) is nth cyclotomic

polynomial.

If n is power of 2, cyclotomic ring(field) is Z[X]/(X™? + 1).

Note that X™/? + 1 is nth cyclotomic polynomial, if n is power of 2.

29.3 Theorem (Kronecker’s Theorem) (Basic Goal) Let F be a field and let f(x) be a nonconstant
polynomial in F[x]. Then there exists an extension field E of F and an o € E such that

f(a) = 0.



Homomorphism

26.1 Definition A map ¢ of aring R into aring R’ is a homomorphism if
dl(a + b) = ¢l(a) + ¢(b)

and
d)((lb) = @la ‘)(b(b)

for all elements @ and b in R.

Isomorphism

orgfiet &2 5 77X d&EZ 2= 3= mapping
1. Bijective : YL S
2. Homomorphism : G4t HE

* 271 2] ring AFO|0f| isomorphismO| ZX{SHH 1 & 7l 2 ring= isomorphicStCiil O OF7| Bt



Learning With Errors (LWE)

For a secret s € Zg', the LWE distribution Az, over Zg' X Z, Is sampled by choosing a € Z'

uniformly at random, choosing e <—7|and outputting:

error distribution
(a,b = (s,a)+ e mod q)

Ring-Learning With Errors (RLWE)

« Matrix multiplication 2 C} polynomial multiplicationO| T i} = Cf.

» Z27t Ot polynomial ringOll M = LWEZF 7| O2{2 ZH|O|C}.

Example :
3s1 + 55, + 8s3 +e; = 27
9s1 +7s5 + 53 +e; =31
S1+28)+s3+e3=7




Parameter



Parameter set

// PN13QP218 is a default parameter set for
PN13QP218 model : logN=13 and logQP=218
PN13QP218 = ParametersLiteral{
LogN: 13,
- LEHH QI “Cyclotomic Ring”0| Al “H 2|l RLWE =X 7t 7|2FO| T, Q: [Juinted{oafffecood, // 33 + 5 x 30
@x3ffe8@011

- A 7|Hte| oot 20| OfH R0k & SZESHLE. (ex. Complex number) 10035001
ox3ffcoool},

P: [Juinte4{0x800004001}, // 35
LogScale: 30,

Cyclotomic polynomial : &,(x) = 1_[ (x — (n") when ¢, is a primitive nth root of unity.

1<k=sn )
ged(k,n)=1 // PN13QP202pq is a default (post quantum)
parameter set for logN=13 and logQP=202
Cyclotomic ring : Q(¢,) ~ An extension field that includes all complex roots of the field Z[X]/(X™ + 1). |HSSSySa s
Q: [Juinte4{exlfffeco0l, // 33 + 5 x 27
. . . . . 0x8008001 ,
Note that X™ + 1 is 2nth cyclotomic polynomial, if n is power of 2. 0x8020001,

0x802c001,

Ox7fa8001,

Ox7f74001},
P: [Juint64{0x400018001}, // 34
LogScale: 27,

CKKS parameters: logN = 13, logSlots = 12, logQP = 218, levels = 6, scale= 1873741824 .008808, sigma = 3.200088




Parameter set

PN13QP218CI model:

- "Conjugate Invariant Ring"0i| A H2| &l RLWE &X| 7} 7| 20|},

Cyclotomic Ring : Q(¢,) — An extension field that includes all complex roots of the field Z[X]/(X™ + 1).
Note that X™ 4+ 1 is 2nth cyclotomic polynomial, if n is power of 2.

Conjugate Invariant Ring : Q(¢,,) when &, == {,, + ;1

iy

O] M, Q(&,)7F maximal real subfieldZ} &[7| Ij=0f Otefet 22 H&O0| BH=EICE
1. RLWE encryptionO| conjugate-invariant ring0i A = S s} A 0{22 &M O|LCt,

2. Ring homomorphismO| Ho| & %= QUC}.

3. 24 AMO| E7+sT MO 2| parameter 2 Ct 28] G BE2 plaintext slot2 X| 215104,
o

PN13QP218CI = ParametersLiteral{
LogN: 13,
Q: [Juint64{0x200038001,
ox3ffe8001,
0x40020001,

0x40038001,

ox3ffcoeo1,

0x40080001},
P: [Juint64{0ox800008001},
RingType: ring.ConjugateInvariant,
LogScale: 30,

PN13QP202CIpq = ParametersLiteral{

LogN: 13,

Q: [Juint6e4{ex1lffffe000l, 0x100050001,
oxfff88001, 0x100098001,
0x1000b0001},

P: [Juint64{ox1ffffcoool},

RingType: ring.ConjugateInvariant,

LogScale: 32,

CKKS parameters: logN = 13, logSlots = 13, logQP = 219, levels = 6, scale= 1873741824.0806808, sigma = 3.208080

(34.78472.991) (40.69+23.001)
(34.7040.001)  (40.60+0.001)

(3.44457.251)
(3.44-0.001)

(59.20+24.111)
(59.20+0.001)

(64.84+463.391)
(64.84-08.001)

(95.69+6.601)
(95.69-0.001)

(97.3
(97.38

3.60i) (50.38+7.091)
.00i) (50.38-0.00i)

(13.91432.701)
(13.91-0.001)

(59.94+38.311)
(59.9448.001)

(99.16+89.081)
(99.16-0.001)

Kim, Duhyeong, and Yongsoo Song. "Approximate homomorphic encryption over the conjugate-invariant ring." Information Security and Cryptology—ICISC 2018: 21st International
Conference, Seoul, South Korea, November 28-30, 2018, Revised Selected Papers 21. Springer International Publishing, 2019. ( https://eprint.iacr.org/2018/952.pdf )



https://eprint.iacr.org/2018/952.pdf

Encoding / Decoding
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Encode & Decode

e Ecd(z; A). For a (N/2)-dimensional vector z = (z;)jer € Z[i]N/? of Gaussian integers,
compute the vector |A - w‘l(z)wg(R). Return its inverse with respect to canonical em-
bedding map.

e Dcd(m; A). For an input polynomial m(X) € R, compute the corresponding vector 7 o
o(m). Return the closest vector of Gaussian integers z = (2;);jer € Z[i]V/? after scaling,

e 2 = {A’l : m(C]JW)-‘ for j€ T.

2 x R encoding R = Z[X]/(Xn + 1)

% decoding A-z,

Z, A A-z, I-th slot of plaintext
m(X) =

Zn/z A- Zn/Z

Message vector Scaling factor : -
& ’ S Plaintext (Encoded message)



Encode & Decode

o> o=

C¢(M)/2 L ’HI l.'-lm)7 0_( R) ¢! R

s(Z)ier —— T(2) — | ATVU2)]gq G“'U.A“-'(Z)-Ictm)

H = {(2;)jezx, : 2—5 = %;,Vj € Z};} € CHM)

-

cv/29] Y4 75 2
rl(2)E AHE St

—1 O
YU E el 4= SELCH AL Fa

L Cf

=
§Lxr<'5+|_| Ef.

=

o(R)O FSLICE: |Ar 1 (2)|4r) € 0(R)

o A28 AT BT m(X) = 0~ 2(1An(2))(4(r)) € R.



Encrypt / Decrypt
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GenKey & Enc, Dec

70(0.5): 0} 1AO| 2| £}

o
=
DG(c?) : Ot 7h2A[Qt B2 [ o= = 22| =4

« Secret Key Generation
s < (1,s'[1],...,s'[n]) € RF*!, where s’ « x"

« Public Key Generati

Ion

pk = A,where A-s = 2e fore « y"

e Encyi(m). Sample v < Z0(0.5) and eg,e; + DG(c?). Output v - pk + (m + eg, e1)

(mod gr.).

m(X) €R

Az |

A-z, ‘

Ben

Decgi(c). For ¢ = (b, a), output b+ a - s (mod qy).

E t (pk/sk
VPR et = (co ), e1(X)) € R3, Rg = ZolX1/(X™ + 1)

Decrypt (sk = s) Az,
. A * 22
Ciphertext
| - ' —
MSB A-zn; | LSB
N =

log @Q bits



CNN A2 0§ Al

https://github.com/hm-choi/uni-henn/tree/develop



UniHENN: Designing Faster and More https://github.com/hm-choi/uni-henn/tree/develop
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Encryption-based CNNs without im2col
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WONBIN CHOI?, HYOUNGSHICK KIM'

' Sungkyunkwan University. Republic of Korea
“NAVER Clowd, Republic of Korea

Corresponding suthor: Hyoungshick Kim (hyoung @skku.edu),
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Il. Construction of the Convolutional Layer Al|A2|A3]|A4|B1 |B2|B3|B4|ci|c2|c3|ca|D1 | D2|D3 04‘

A2| A3|A4|Bl | B2 B3 B4 |Cl|C2|C3)|C4|D1 D2|D3|D4| Al

Bl |B2|B3|B4 | Cl C2/C3|C4|DI|D2|D3|D4 Al | A2 | A3 A4‘

B2| B3| B4|Cl | C2 C3|C4 DI | D2| D3| D4 | Al | A2 | A3 | A4 | Bl

Conv Kl | k2
k




UniHENN: Designing Faster and More https://github.com/hm-choi/uni-henn/tree/develop

Versatile Homomorphic
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HYUNMIN CHOI' 2, JIHUN KIM', SEUNGHO KIM', SEONHYE PARK', JEONGYONG PARK',
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IV. Construction of the Flatten Layer

@ Removing the row interval @ Removing the column interval

|I'll'» + @III I EE ]

Rotate 5-1)| [ | - | . | D - |
Rotate 2 x (S-1) . . . - -
%’—: ]: P .‘T?TTT\T'O"O 'TTFTTT
) —

1tlololoflolo|lo|lo|lo|lo|lo|lo|o]| o]l ] ,_ ‘ ‘ =

EE

><Toooooooonloo‘oooo<
B B

) Rotate IW x S - OW steps to the left

b

) Rotate S x (S - 1) steps to the left

o B =
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V. Construction of the Fully Connected (FC) Layer

w13
Al | A2 | A3 | A4 X Wi |W22|W33|Waa| 0 [ O
W1,11W1,2|W1,3 w2 |Wa3| =
---------- ' Rotate || A2 | A3 | A4 Al X waiiwazlwas| 0 | 0 [W3| =
Wa1|W22(Wa3|  |Wi1|W22|W33 Wi,1|W2,2| W33 W1 | W22 W33|Wai| 0 [ 0
Wa 1| W32 | Wy A3 | A4 AL|A2] x |¥31|¥aal 0 | 0 |™12)Wa3
W3,1|W3,2|W33 2 :

W31 (W42| 0

: :
! '
]
1
W2,1|W32|Wa3|, ' w21 |W32(wa3f O | 0 |W13
]
1
I
1
: '

W4 1|Wa2|Was3 W3,1|W42| 0

W3 [Wa2| O | 0 |Wi2|W23
. . . wa1| 0 (1_ wail 0| o 71(0]Zz2(0)Z3(D|Z1)|Z22|Z3(3)
=1y Rotate =zl |22|23
01]o0 !
)

]
! 0] 0 W3 @)792)|733)71(LlZ2(M]Z73(1)
T i) 71272273371 (DlZ2(D]Z3
0 0 0 i
]

0 [Wi12|{W23

(e) Step 5
(a) Step 1 (b) Step 2
(c) Step 3 (d) Step 4



